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Abstract:Inthecurrentscenario,thedataonthewebisgrowingtoalargerextent.SocialMediaisgeneratingalargeamountofdatasuchasrev

iews,commentsandcustomer’sopinionsonadailybasis.Thishugeamountofusergenerateddataisworthlessunlesssomeminingtechniqu

esareappliedtoit.Nowadays,thereareseveralpeopleusingsocialmediareviewstoorderanythingthroughonline.Onlinespamdetectionis

oneoftheherculeanproblemssincetherearemanyfauxorfakereviewsthatarecreatedbyorganizationsorbythepeoplethemselvesforvario

uspurposes.Suchorganizationstendtowritefakereviewstomisleadreadersorautomateddetectionsystemsbypromotingordemotingtheta

rgetedproductservices.Fakereviewsdetectionhasrecentlybecomealimelightthat’scapturingattention.Fakereviewsaregeneratedinten

tionallytomisleadreaderstobelievefalsedatathatmakesittoughandnon-

trivialtodiscoversupportedcontent.Hence,itishighlynecessarytocreateamonitoringsystemwhichthoroughlychecksforfakereviewsam

ongvariousproductwebsitesandremovesthempromptly. 
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         INTRODUCTION 

In current trends, e-commerce has been one of the very happening 

fields. In General, it provides facility for customers to write 

reviews concerned with its service. The existence of these reviews 

can be used as a source of information. Before purchasing 

anything, it is a normal human tendency to surf reviews on that 

product. Based on reviews, customers can compare different 

brands and can finalize a product of their interest. These online 

reviews can change the opinion of a customer about the product. If 

these reviews are true, then this can help the users to select proper 

product that satisfies their requirements. On the other hand, if the 

reviews are manipulated or unreal, then there are chances that it 

can mislead users. This resulted in the development of a system 

which detects fake reviews for a product by using the text and 

rating property from a review. The honesty value and measure of a 

fake review is often measured by utilizing the data mining 

techniques. An algorithm could very well be used for tracking 

customer reviews. Fake reviews include dishonest or inaccurate 

information. They are used to misinform consumers, so they make 

wrong purchase decisions, thus affecting the revenuesfor 

products.Spam product reviewsare three types: Deceitful reviews, 

Reviewsof a specific brand and non-reviews. 1) Deceitful (fake) 

reviews of products that are written to mislead customers. They 

include undeserving positive reviews to promotethe online trade 

ofspecificproducts and negative reviews to defame worthy 

products. This type of spam product review is called hyperactive 

spam products reviews. 2) Reviews of a brand only: these opinions 

target the manufacturer brandsinstead of the product itself. 3) Non- 

reviews, which have two sub-kinds: (a) announcements and (b) 

unrelated reviews that contain no opinions, such as interrogations, 

responses or undefined text 

 

           LITERATURESURVEY 

Review spamisstrenuoustodetect unlessreadmanually. Herearesome 

oftheworksproposedand implemented. Paper[1] proposes 

behavioral approachto detect review spammers 

whomanipulatetheratings onsome targetproducts 

whereinanaggregated behavior scoring methods for rank reviewers 

is derived.Paper[2]proposesthatspottingtheindividual fake reviews 

was quite grueling unlike spotting the groups which was 

comparatively easier. One frequent item setmining (FIM) method is 

usedto analyze thedataset. In paper[3], the approach was to detect 

the fake review by identifying the IPaddress of the user ID that is 

recorded multiple times. Paper [4] usedlinguisticfeatureslike 

unigram presence, unigram frequency, bigram presence, 

bigramfrequencyand review length to build a model and find fake 

reviews. Although, themain problem is data scarcity, and it requires 

both linguistic features and behavioralfeatures.Paper 

proposesnewfeatureslikereview density, semantic, and emotionand 

givesthemodeland algorithm to construct each of these features. 

Although, it is not a goodmetric, and the reduction is not 

substantial.In paper [6], scraping processing isused tobuild the data 

set from yelp andthen Fake Feature Framework for organizing 

theextractionandcharacterization of featuresin fake detection. Their 

framework is composed of two main types of features: review 

centric and user centric. Review centric features are only related to 

the text of the review andUser centric features show howthe user 

behaves within the site. 
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PROPOSEDSYSTEM 

Thesystemproposedwillincludemethodslikecollectionofdatase

tsfromKaggleandpreprocessingthem. 

 

A. Pre-Processing 

Theterm Pre-processing the data is definedas the process of 

converting a data into an understandable format by cleaning 

it and preparing the text for classification. Texts from online 

contain usually lots of noise and uninformative parts such as 

scripts and advertisements. Processing includes certainsteps 

such as online text cleaning, white space removal, 

expanding abbreviation, Stemming, stop words removal and 

featureselection. These might reduce the noise in the text 

which helps to speed up the performance of the classifier. 

Before carrying out the transformation andvectorization of 

the sentences of the reviews, pre- 

processingstepswereusedtocleanthedataand removenoise. 

The goal oftextpre-

processingistoconvertthetextsofthereviews to a form that 

deep learning algorithms can understand andanalyze. The 

pre-processing steps are as follows: a) 

Removingpunctuation: deleting punctuation marks from the 

reviews. b) Removing stop words: This process cleans 

articles from the text; for example, ‘the’, ‘a’, ‘’ words are 

removed from text. c)Stripping useless words and characters 

from the dataset. d) Word stemming: converting each word 

of a sentence into itsroot; for instance, ‘undesired’ becomes 

‘desire’ e) Tokenizing: splitting whole sentences in the text 

into separate words, keywords, phrases, and pieces of 

tokens. f)Padding sequences: using deep learning 

neuralnetworksto ensure that the inputdatahave equal 

sequence length. However, we implemented a pre-padding 

method to add zeros to the beginnings of the vector 

representation. 

 

Understandingdeviationofratings:- 

• The ratings or reviews which areshowing a trend of 

continuous growth but suddenly shows negativity is 

simply displaying a deviation from the normal ratings. 

 

Sentimentanalysisoftheproductreview:- 

It is necessary for the system to understandwhether the 

review is positive or negative, which further helps to 

understand the deviation from either the positivity or the 

negativity in the reviews. The analysis willhelp us to 

understand the overall aspect of the products so that few 

spam reviews doesn’t affect the overall statistics ofproducts. 

• Theposted reviews will undergotheprocess of sentiment 

analysis, IP addresstrack, and itsdeviation fromoverall 

reviews. In- case of miscalculations, reviews will be 

analyzed and detected. 

Web Scripting is an automatic method to obtain large 

amounts of data fromwebsites.Most of this data is 

unstructured data in an HTML format which is 

thenconverted into structured data in a spreadsheet or 

adatabase so that it can be used in various applications.This 

large amounts of datafrom a website are used to train 

analgorithm. Web scraping requires two partsnamely the 

crawler and the scraper. The crawler is an artificial 

intelligence algorithm that browses the web to search the 

data required by followingthe 

linksacrosstheinternet.Thescraper,ontheotherhand,isaspecific

toolcreatedtoextractthedata fromthe website.The designof 

the scraper can vary greatly according to thecomplexity and 

scope of the project so thatit can quickly and accurately 

extract the data. When a web scraper needsto scrape a site, 

first it is provided the URLs of the required sites. Then it 

loads all the HTML code from those sites and a more 

advancedscrapermight even extractall the CSS and 

JavaScript elements as well. Then the scraper obtains the 

required data from this HTML code and outputs this data in 

the format specifiedby the 

user.Initially,awebsiteiscreatedwhich contains featured 

products of famous brands. Users have to login to the 

website for entering reviews. Once the 

reviewshavebeenentered,machinelearningalgorithmswillbe 

used forclassifyingtheminto fakeorreal. 

Fakeorspamreviewswill beremoved thereafterfrom the 

website. Only thereviews which remain truthful gets 

published in thisprocess. Thus, the product review website 

isan efficient and effective way for users to know about the 

actual information of theproduct. 

 

B. WeAreUsingTwoMachineLearningAlgorithms 

1) TF-IDF Vectorizer: TF-IDF Vectorizer (Term 

Frequency-Inverter Document Frequency):TF-IDF 

which stands for Term Frequency– Inverse Document 

Frequency is a statistical method of evaluating the 

significance of word in given documents.Thisis very 

common algorithm totransform text into a meaningful 

representation of numbers which is used tofit machine 

algorithm for prediction. TF- IDF vectorizer is defined 

with parameter (stop words= ‘English’) which 

eliminates all thecommon English words. 

2) NaïveBayesClassifier:NaïveBayesClassifierisoneofthesi

mpleandmosteffectiveClassificationalgorithmswhichhelp

sin 
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building the fast machine learning models that can 

make quick predictions. It is a probabilistic classifier, 

which means itpredicts based onthe probability of an 

object. It is calledBayes because it depends on the 

principle of Bayes theorem, which is used to determine 

the probability of a hypothesis with prior knowledge. It 

depends on the conditional probability. Naïve Bayes 

Classifier works on the following steps: 

• Convert the given dataset into frequency tables. 

Generate Likelihood table by finding the probabilities 

of given features. Now, use Bayestheoremtocalculatethe 

posterior probability. Formula: P(c|x)= P(x|c)P(c)/ 

P(x)ReferredfromBayes's theorem,in probability theory, 

a means forrevising predictions considering relevant 

evidence, also known as conditional probability or 

inverseprobability. 

• PassiveAggressiveClassifier Passive-Aggressive 

algorithms are calledsobecause Passive- If the 

prediction is correct,keep the representation and do not 

make any interchanges. i.e., the data in the example is 

not enough to cause anychangesin the 

representation.Aggressive- If theprediction is incorrect, 

make interchanges to the representation. i.e., some 

interchangeto the representation may correct it. 

Understanding the mathematics supportingthis 

algorithm is not very simple and issupporting the scope 

of a single article. This section provides just an 

overview of the algorithm and a simple 

implementationof it. To learnmore about the 

mathematics supporting this algorithm. 

 

I. SYSTEMARCHITECTURE 
 

 

II. RESULTS 

 

ProductsFeaturingPage 
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ProductsCategoryPage 

 

ProductsSearchPage 
 

ProductReviewandRatingPage 

 

FUTUREDEVELOPMENTS 

For future developments, a 

webapplicationcanbedesignedwhichmakes theprocess 

offinding out fake reviews easier.Every user will be given 

an account through which they can write reviews for 

various products. The app would automatically filterout 

fake reviews based on the proposed Machine Learning 

algorithm. Eventually, customer will get rid of fake 

reviews presentin online shopping websites. 

 

CONCLUSION 

Determiningandclassifyinga reviewinto fake ortruthfulone 

is animportantandchallenging problem. As part of 

futurework, we canincorporate 

reviewspammerdetectionintothereviewdetectionandvicever

sa. Exploring waysto learn behaviorpatterns related to 

spamming to improve the accuracy of the current 

regression model. To evaluate ourproposed methods, that 

conducts user evaluation on an Amazon dataset containing 

reviews of different manufactured products. 
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